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ATM Shield
Ha3HayeHune npoaykra KnioueBble 0CO6€HHOCTU NpoayKTa
Dr.Web ATM Shield — 370 koMnneKkcHbIN NPOAYKT LEEHTPANM30BaHHOW MHMOP- ®  HageXHas 3awwmTa KpUTUHECK BaXKHbIX
MaLMOHHOW 3aLLMTbI, MPefHa3HaYeHHbIN s paboTbl BO BCTPOEHHbIX KOMIMbIO- KOMMOHEHTOB /IOKafIbHOW CETN OT MPOHMUKHO-
TepHbIX cnucteMax. Dr.Web ATM Shield nerko nHTerpupyetcs B cetn 6aHkoma- BEHVIA BCEX TUMOB BNPYCOB.
TOB 1 KaCCOBbIX YCTPOWICTB, MO3BONSAET He TOMbKO 3aLLUMTUTL X OT BPEAOHOCHBIX 3aLLMTa YCTPOIACTB CO «Cnaboit» KoHbUrypa-
00OBEKTOB, HO U CYLLIECTBEHHO COKPATUTh BPEMS MX ODCIYXXMBAHUS. LMelt annapaTHoil YacTu

icnonb3oBaHme YHWKaNbHbIX TEXHOMOTMN U Hann4me I'lO[J,pO6HOI;I AOKYyMeH- m HapexHas pa6o‘|’a B CeTu Nboro macLutada.
Tauln no3BondeT NpoBecT pa3BepTbiBaHNE aHTMBUMPYCHOTO CepBepa 1 BCeEN
aHTI/IBI/IpyCHOl;l CeET B MMHWMaJlbHblE CPOKW. Cncrtema 3alLUmMTbl MOXET ObITb
pa3BepHyTa MnpakTn4eckn B nobon CETN, BHE 3aBNCMMOCTN OT ee pa3Mepa U
0COBEeHHOCTeN — OBLLEro KOnMYecTa YCTPONCTB U (pUAManoB, Ucnonb3yemont o Pa3BepTbiBaHe 3aLuTbl B leHb Onnath.
Tononornm, Hann4na cepeepa Active Directory, Ka4eCTBa KaHanoB CBA3W. m Hpocro‘ra n y,ELO6CTBO LLleHTPaIM30BaHHOIoO
ynpasneHus.

1 MuHMManbHas COBOKYTMHadA CTOMMOCTb NMpPo-
AYKTa N CHNXEHWMe CDMHaHCOBbIX notepb.

BHenpeHve Dr.Web ATM Shield o6ecrneqyrBaeT 3aLLMTy OT CyLLECTBYIOLMX YTPO3
W CHUXAET 3aTpaTbl Ha IT-nogpasaeneHns. s Hanunyve noopoOHOM CUCTEMbI OTYETOB O CO-

. CTOSAHWW CETU.
OcobeHHocTbio Dr.\Web ATM Shield sBrsercs Bo3MOXHOCTb YCTaHOBKM Ha

yCTponcTBa C HebomnblWwKM OOBbEMOM OMepaTMBHOM MaMATU WM yNpaBeHnus
3alMTON 13 NIOOOM TOYKM MMpa C OLHOMO KOMMbIOTEPA, BHE 3aBUCUMOCTU OT
MNCNOMb3YeMOW Ha HEM OMepPaLOHHOW CUCTEMBI.

KoMnoHeHTbl NpoAayKTa

Beb-unHTEphenc anMmnHUCTpaTopa =
Cucrema MHMOPMUPOBAHUA ]
CncreMa KOHTPONA COCTOAHMA 3aLLUThI 1 COopa CTaTUCTUKM G
LleHTpann3oBaHHbIV KapaHTUH u
Crcrema aHTUBUPYCHOTO MOHUTOPWHTIa u
3almMTa OT HECAHKLMOHVPOBAHHbIX AEMCTBIM 0OCIY>XMBAIOLLETO NEPCOHaNa u
Cuctema BHyTpeHHero ayanTa G
PesepBHOe KONMPOBaHME KPUTUHECKM BaXKHbIX OAHHbIX CEpBepa 3aLLuTbl CeTH u
AHTVBMPYCHas 3alLMTa OT BPeLOHOCHBIX MPOrpaMm iooro Tmna u

Dr.Web ATM Shield — 3710...

= BbinonHeHue TpeGoBaHUI perynsTopos

MpumMeHeHWe Dr.Web ATM Shield no3sonsieT NonHoCTbIo BbINOAHUTL TpeboBaHus ctaHaapToB PCI-DSS v2 u v3, GefepanbHoro 3a-
koHa N 16 1-D3 «O HaLMOHaNbHOM NNATEXHON CUCTEMEY, a TakKXKe NHbIX 3aKOHOAATENbHbIX aKTOB B 00/1aCTN aHTUBMPYCHOM 3aLLMTHI.

s HapexHas 3awumTa cetein nio6oro pasmepa u TMNa, B ToM Yncne u 6es pocryna B UHTepHer

HenpeB3omaeHHoe Ka4ecTBO NIEHEHNS 1 BbICOKMI YPOBEHb CaMO3aLLMThI He IaeT BUpycaM 1 ApYrMM BPeAOHOCHBIM OObeKTam
LIaHCa MPOHMKHYTb B 3aLUMLLIaEMYIO CETb. CMonb3oBaHVe HOBEMLLMX TEXHOMOTNIA U Hanuyme rnobanbHOM CUCTEMbI BUPYCHOMO MO-
HWUTOPWMHIa 0DeCrevnBaeT HaAeXHYIO 3aLLMTy BCEX KOMMOHEHTOB CETU. «[ops4mne» OOHOBNEHWS BbIMYCKAOTCH HEMEANEHHO nocre
aHarnv3a HOBOW BMPYCHOW yrpo3bl. bnarogaps KOMNakTHOM BUPYCHOM Oa3e 0OHOBNEHWS MPOXOAsAT NPaKTUYeCKM MOTHUEHOCHO.

m CokpaleHue (pUHAHCOBbIX NOTepPb

MckioyeHne BEPOSTHOCTY 3apaXkeHst YCTPOMCTB CETU CHXKAET (hHAHCOBbIE MOTepPU OT MPOCTOs, HEOOXOANUMOTO L5 BOCCTa-
HOBMeHNs paboTOCNOCOBHOCTN CUCTEMBI.

| KOHTpOﬂb N3MEeHEeHUN n yﬂ,OGHaﬂ CcnNcTeMa oT4eTHOCTUN

AHTUBKMPYCHas CeTb, OCHOBaHHas Ha Dr.Web ATM Shield, oGnanaeT BbICOKOM MPO3pavHOCTbIO PaboThl. XXypHan ayauTa AencTBUn
a[MVHMCTPATOPOB NO3BOMSET OTCNEXMBATH BCE LLIATM MO YCTAHOBKE 1 HACTPOViKe c1ucTeMbl. Jlioboe AencTre Haf dannamm, npo-
M3BOAMMOE KOMMOHEHTAMM aHTUBUPYCHOWM CETU, 0TODPAXaeTCs B OTHETE.

= JKoHOMUS TpaduKa NoKanbHOW ceTn

Dr.Web ATM Shield o6ecne4nBaet MUHNUMasbHbIN CETEBOWM TPAMK, OCHOBAHHbIN Ha CreuManbHO pa3paboTaHHOM NpoToKose
obMeHa MHOPMaLMEN B CETAX, MOCTPOEHHbIX Ha 0cHoBe npoTokonos TCP/IP, IPX 1 NetBIOS ¢ BO3MOXHOCTbIO MPUMEHEHMS
crneumanbHbIX anropuUTMOB CKaTUs Tpaduka. DKOHOMMUS CeTeBOro Tpadurka obecneymBaeTcs creLmanbHbIM ONTYMU3MPOBAHHBIM
NPOTOKONOM, MNOAAEPXKMBAIOLLMM KOMAPECCUIO AAHHBIX MEXAY KIIMEHTOM 1 CEPBEPOM.



= CoxpaHeHue genoBown penyTauumu

Dr.Web ATM Shield He no3BonseT 3n0ymbiLLNeHHMKaM NPEBPaTUTL CETb B UCTOYHMK PacrpOCTPaHeH s BUPYCOB 1 CMama, KoTopble Mo-
YT nonacTb K knuneHTaMm. icnons3oeaHne Dr.Web ATM Shield — HagexHas rapaHTus penyTaLmm KOMNaHUM Kak LenoBOro napTHepa.

= YcTaHoOBKa npoaykTa B AeHb Nnarexa

PaBBeprIBaHI/Ie npoayKTa npoBoaMTCA y,EI,O6HbIM anda adMMHUCTPaTopPa Cnocobom — Hepes NonmTukKun Active Directory, CTapTOBble
CKpUMTbl, MEXaHN3MbI yD,aJ'IEHHOVI YCTaHOBKW. YcTaHOBKa BO3MOXHa [aXe eciin y3eJ CeTu ABJIAETCA 3aKPbITbIM N HEOOCTYMHbIM
Onda CNCTeMbl yrnpasJieHNA.

= MuHMManbHasg cToMMocTb

Dr.Web ATM Shield sBnsietca KoMnnekcHbIM NPOAYKTOM — OH BKIIOYaEeT BCe HEOOXOAMMbIe SIEMEHTbI 3aLLMThl U eOUHbIN LEEHTP
ynpaeneHns. CUCTEMHbIM aOMUHUCTPATOPaM He MPUAETCs YCTaHaBNMBaTb MHOXECTBO Pa3NINYHbIX MPOrpaMm, a cobop CTaTUCTUKM
NPOUCXOOUT NPAKTUHECKM KOAHNM KITMKOMY.

= YA06CTBO agMUHUCTPUPOBAHUS

Dr.Web ATM Shield cogepxuT cpeficTBa LieHTPanvM30BaHHOMO yNPaBeHWs BCEMU KOMMOHEHTaMW aHTUBMPYCHOM 3aLLyThl
BCTPOEHHbIX CUCTEM, BKITtOYas pa3BepTbiBaHWe, 0OHOBMEHWE BUPYCHbIX 633 1 NPOrpaMMHbIX MOZYNen KOMMOHEHTOB, MOHWUTO-
PUHI COCTOSIHMS BCEX 3aLLMLLEHHDBIX Y3/I0B CETW, NOMyYeHMe YBEAOMIEHWIN O BUPYCHbIX MHLMAEHTAX 1 HACTPOMKM aBTOMaTnYe-
CKOW peaKkumm Ha HUX, a Takxke cbopa CTaTUCTUKM.

Beb-uHTepdhenc aiMMHNCTPaTOPa NO3BOMSET YNPABAATb 3aLLMTON 13 N0OON TOYKMU MIHTepHeTa Unn NokanbHoM ceTu, ¢ ntoboro
KomMbloTepa. OH COLEPXUT CPEACTBA NAHNPOBAHWS PEryNSpHbIX CKAHNMPOBAHWI 1 OBHOBNEHMI BUPYCHbBIX Ba3 1 NporpaMMHbIX
MOAynen, No3BONSET MPOV3BOAMTL MOBCEAHEBHYIO PAabOTY 3a CHUTAHHBIE MUHYTbI: PEryIMPOBaTh KMOYEBbIE MAPaAMETPbI aHTU -
BUPYCHbIX CEPBEPOB U1 3aLLMLLIaeMbIX 0OBEKTOB, M3MEHSTb HACTPOMKIM W 3aMnyckaTb 3aflaHWs Ha BbINONHeHVe. VIMeloTcs BO3MOX-
HOCTW peanun3aLmm NoAnTMK 6e30MacHOCTU, HEODXOANMBIX LSt KOHKPETHOW CETU 1 OTAENbHBIX FPYNMn KOMMbIOTEPOB, U Ha3Haye-
HUS OTAENbHbIX aAMUHUCTPATOPOB A5 Pa3NNYHbIX rpynm. MNpy HEOOXOAMMOCTU MOXHO CrpynnMpPOBaTh HECKONBbKMX CEPBEPOB
Dr.Web ATM Shield c komnnekcHowm CTpyKTypov B3anMOOeNCTBUS MeXY HUMMU.

Ncnonb3oBaHre Dr.Web ATM Shield no3Bonsier NonHOCTbIO NCKMIOYNTL BO3MOXHOCTb MPOHWUKHOBEHWS BUPYCOB Ha 3alumuiaemble
YCTPOWCTBA BHE 3aBUCUMOCTM OT UCMOMb3yeMOM Ha HUX OMepaLiOHHON CUCTEMbI. DTO SBNSETCA BO3MOXHbIM Bnarofaps:

E  HanM4MI0 TEXHONOTUI, NO3BONAIOLLMX MUHUMU3UPOBATL BPEMS MPOBEPKM 1 3arpy3Ky pabouer cTaHumm (B TOM YMCTe 3a cHeT
MHOFOMOTOYHOIO CKaHUPOBAHMS 1 OTIIOXKEHHOM NPOBEPKM (DaIoB, OTKPbIBAEMbIX €Ha YTEHMEY), HTO 0becneymBaeT CTabunbHyo
paboTy c1cTeMbl Jaxe Ha KOMMboTepax C ycTapeBLuen KOHpUrypaumen;

m [poBepke q)al;IJ'IOB 00 NnomnafgaHna X B COOTBETCTBYIOLLME NPUINOXEHNA, YTO HE OaeT BO3MOXHOCTM XakepaM BOCMOJIb30BaTbCA
YA3BNMOCTAMU NMPOrpaMMHOro O6eCI'Ie‘-ieHl/Iﬂ;

m  HaJIn4Mio COBPEMEHHOIO aHTMBMPYCHOTO A4pa, NO3BONTAIOLErTO HaXOANTb U O6e3Bpe>KVIBaTb HoBenLwMe BMPYChbl, €Lle He 3aHeCeH-
Hbl€ B BMPYCHbIe ©a3bl, B TOM HYnCne n CKpbITble MO, HEN3BECTHbIMW YNaKOBLLUMKaMW,

m  peanu3aumm MOLLHOW CUCTEMbI CAMO3aLLIMTbI, YTO He [aeT BO3MOXHOCTI BMPYCaM BbIBECTU CpefcTBa 6€30MacHOCTM 13 CTPOS.

CucrteMHble TpeboBaHUS:

OC Windows XP Professional /XP Embedded /Server 2003 /Vista/

Bctpanaemble cuctembt: Server 2008/7/7 Embedded/8/8 Embedded (32- n 64-6UTHble cucTembl).
CepBepbl: Windows XP/2003/Vista/2008/7/2012/8 (32- 1 64-OUTHble CUCTEMBI ) ;

Oracle, PostgreSQL, Microsoft SQL Server unu Microsoft SQL Server Compact

R Edition, nobas CYB[ c nogaepxkon SQL-92 yepe3 ODBC.

Mopnep)xmBaemble ceTeBble NMPOTOKOJbI: TCP/IP (Bkntoyas IPv6), IPX/SPX, NetBIOS

JlnueHsnposaHue

Dr.Web ATM Shield nnueH3npyeTcs No KonmMyecTBy 3alliMiiaeMblX BCTPOEHHbIX YCTPOWCTB, MOAKTIOHaeMbIX K aHTUBUPYCHOMY CepBepy.
MNpepycMoTpeHbl NnueH3nn Ha 1, 2 1 3 roga.

TexHn4yeckasq noaaepxka

Ha npoTsxeHW BCcero cpoka AencTBrs NNLEH3MM NONb30BaTeNb MMEET NPaBo Ha BecrnnaTHble Yy TeXHNYEeCKOW Noaaep KM crneum-
anucToB KoMnaHum «[JokTop Beb», BKIloYas HeorpaHU4YeHHoe Y1Cno obpallieHnii no TenecdoHy +7 (495) 789-45-87 nnu Yepes Beb-
opMy Ha CTpaHuLe

MNonb3oBatenb Takke meeT MPaBO Ha:

m OecnnaTHble 0GHOBNEHWS BUPYCHBIX ©a3 1 MporpaMMHbIX Mogynen Dr.\Web;

m CBODOAHbIN [OCTYN K Baze 3HaHUN ( ) n hopymam nons3osatenent Dr.\Web.



O KoMnaHuu «Jloktop Be6»

«[lokTop Beb» — poccncknin Npon3BOANTENb aHTUBMPYCHBIX CPEACTB 3aLlUMTbl MHOPMaLmm nog Mmapkow Dr.Web. Mpogykrel Dr.\Web
pa3pabatbiBaloTcst ¢ 1992 rofa. KoMnaHus — KNOYEBOM UIPOK Ha POCCUIACKOM PbIHKE MPOrpaMMHbIX CPEACTB obecreveHns 0a3oBow
noTpeOHocTn Br3Heca — Ge3onacHOCTN MHbopMaumn. «[lokTop Beb» — ofMH 13 HEMHOTMX aHTMBUPYCHbIX BEHOOPOB B MUpE, BNa-
LEeIoLLMX COOCTBEHHBIMU YHUKANBHBIMY TEXHONOTMAIMU AETEKTUPOBAHNS U TIeYeHUsi BPeLOHOCHbIX MPOorpamMmM. AHTUBMPYCHas 3aLlimTa
Dr.Web no3sonsieT MHHOPMaUMOHHBIM CUCTEMAM KITMEHTOB SPHEKTUBHO NPOTUBOCTONTH NMIOOLIM, AAXKe HEN3BECTHBIM Yrpo3aMm.

«[JokTop Beb» ctan nepBorn KOMNaHWen, NPeaoXMBLLEN Ha POCCUINCKOM PbiHKE MHHOBALMOHHYIO MOLESb UCMOMNb30BaHNS aHTUBMpPYCa
B KayecTBe yCnyru, 1 no cen AeHb NPOAOKaeT 0CTaBaThCs 6e3yCIOBHLIM NMNAEPOM POCCUMCKOTO PhbiHKA MHTEPHET-CEPBUCOB De3onac-
HOCTW Ons nocTaBLMKoB UT-ycnyr. focynapcTBeHHble cepThdmKaTbl U Harpaabl, a Takxe reorpacms nonb3osatener Dr.Web cBuaeTens-
CTBYIOT O BbICOKOM Ka4eCTBe NPOAYKTOB, CO3AaHHbIX TaNaHTAMBbLIMU POCCUNCKMMM MPOrPaMMUCTaMU.

OnbIT KPYNHbIX MPOEKTOB

Cpefin KNeHToB «[JokTop Beb» — KpymnHble KOMMaHWUM C MUPOBLIM MMEHEM, POCCUINCKIME N MEXAYHAPOLHbIe BaHKM, rOCYapCTBEHHbIE
opraHvsaumn, y4ebHble 3aBefleHNs U HayYHO-UCCNeoBaTeNbCKME UHCTUTYTbI, CETU KOTOPbIX HACHUTBLIBAIOT AECATKMN ThICAY KOMIMblOTe-
POB. AHTUBMPYCHbIM peLleHnsM «[lokTop BeO» fLoBepsIoT BbICLLME OpraHbl FOCYAaPCTBEHHOM M UCMIONHUTENBHOW BNacT Poccum, KOM-
NaHUM TOMJIMBHO-3HEPreTUYECKOro CEKTOPa.

© 000 «[JlokTop Be6», 2003-2014

«[lokTop Beb» — poccuimnckmnin paspaboTymk cpeacts MHPOPMaLMOHHON Be30MacHOCTL. AHTUBMpPYCHbIE NpoayKTbl Dr.Web
pa3pabatbiBatotcs ¢ 1992 rofa.

125124, Poccnst, MockBa, 3-5 ynuua AMckoro nons, BA. 2, kopn. 12a

Ten.: +7 (495) 789-45-87 (MHOrokaHasbHbIN);

@akc: +7 (495) 789-45-97.
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