Security Suite

BbICOKOMHTeNNEeKTyanbHas cuctema
AQHTUBUPYCHOM N aHTUCNaM-00pPaGOTKN
GOoNbLIMX MOTOKOB COOOLLEeHUN

Dr.Web ceptndmumposar ®CT3K Poccun,
Haxopnutca B Peectpe otevectseHHoro [10.

Ob6ecne4yurBaeT BbINOSIHEHWE TpebOBaHUM
PerynsTopoB B HaCTW aHTMBUPYCHOW 3aLLMThI
NCTMOH 0o 1 ypoBHA 3aLUULLEHHOCTU
BktounTensHo, MNMC go 1 Knacca 3aly,eHHOCTM
BKIOYNTENBHO, CUCTEM 00paboTkM cBeAeHNN,
copepxallmx roctanHy, obbektos KW BnnoTb oo
BbICLLIEN KATeropum.

[=]
=]

sl
1

[=]



Dr.WEB®

Enterprise Security Suite

COpr,EI,HI/IKl/I KOMMNaHnn, pa60Taﬂ C He3alWNMUEHHDbIX JTNYHbIX KOMIMbIOTEPOB U yCTpOl;ICTB, oTnpasnAatoT
KNMeHTaM 1 naptHepaM NmMcbMa C BpeOHOCHbIMW BJTOXKEHNAMMW.

YcTaHoBKa aHTUBUMpPYCa N aHTUCMNaMa Ha pa60l-||/|e CTaHUUUN COTPYOHMKOB HE NpPenaTcrByeT

OoTnpaBKe U rnoJjiy4eHnto nmn COO6LIJ,€HVII;I Ha JIN4HblE yCTpOPICTBa.

CoTpyaHVKI KOMMNaHUK, NOSY41B GULIMHIOBbLIE COOBLLEHNS OT MOLLEHHWUKOB, MbITAIOTCA UX OTKPbITh
1 3anyCTUTb BNOXEHMUS, HapyLlas TpeboBaHMa De3onacHoCTL.

PyKOBOE,l/ITeJ'Il/I nepecbi1atoT NMCbMa MOLLEHHMKOB MOAYNHEHHbBIM, N Té NCMOJTHAIOT Tpe6ye|v|b|e Oencreus.

3apa>KeHHa9| Nno4Ta 1 CcnamM He AOJIKHbI MoNacTb Ha KOMMNbIOTEPbI COTPYAHNKOB KOMMNaHNN NN
ObITb nepednaHbl C X HE3alWNLLEHHbIX yCTpOVICTB.

Pewaemble Dr.Web ana MS Exchange 3apauu

Dunbrpaums cooblLeHUn
Ha BpPedOHOCHbIe NPOrpammbi,

cnam 1 GULIMHIOBbIE COODLLEHMS.

Be3sonacHas paboTa coTpyaHMKOB
LlOMa 1 B KOMaHAMPOBKAX.

AHanm3 cTaTUCTUKn
C UCMNOJb30BaHMEM CUCTEMDI
PUNETPOB.

YckopeHue nonyyeHus nmcem

YckopeHue 00paboTKM MOYTOBOIO
TpachuiKa 3a CHET U3BATUS U3 HErOo
Crnam-coobLLEeHUI.

MONCK HYy>XHbIX CODBITUM MO
TpebyeMbIM NnapamMeTpam.

DuneTpaLms NOYTOBOro Tpaduka
Mo 3aJlaHHbIM KPUTEPUSIM.

OToenbHble HACTPOVIKI KakK Ans
Pa3NMYHbIX FPYMNN COTPYAHWKOB,
Tak U Ans aMUHUCTPATOPOB
cepBMca.

AHanNN3 CTOYHUKOB 3aPaxKeHHbIX
COOOLLEHUN.

BpeaoHOCHOE BRIOXEHME He MMEET LLaHca 3anyCTUTbCS Ha KOMMbIOTEPE, €CNIN BIIOXEHME
no4YToBOro coobueHns OyaeT oThMNLETPOBAHO Ha YPOBHE MOYTOBOIO CEPBEpPA.

Dr.Web pnsa MS Exchange — 4ncTbivi Tpadhmk OT BalLMX NapTHEPOB W KIIMEHTOB. B3noM foMeHa nnm nepexeat
TpagrKa 3N0yMbILLUNEHHNKaMK He 0ACT M BO3MOXHOCTV BHELPWTb BaM BUPYC UMK CMaM, Hanpumep, nocsias

ero B OTBET Ha COODLLEeHMe.

B cnyyae 3apaxkeHns CeT KOMMNaHWM MMEHHO NOYTa MOXET CTaTb MCTOYHMKOM BUPYCOB 1 NMyTEM NX
NPOHVKHOBEHMS Ha BCE MaLLIMHbI CETU, Tak Kak Ha 3apaXkeHHOM MalliHe BpeoHOCHbIE NPOrpaMmMbl MMEIOT
[OCTYN K aflpeCHOWN KHUMe COTPYAHMKA — B HEW MOTYT ObITh Kak afipeca Ballux COTPYAHMKOB, Tak U agpeca

BaLLUWNX KJTMEHTOB.
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Mpeumyecrea Dr.Web gns MS Exchange

BO3MOXHOCTb YCTAHOBKM KaK Ha OTAeNbHbINA CepBep, Tak U Ha KJlactep CepBepoB.
OBHapy>keHWe BpeoHOCHbIX (DaiioB U Criam-pacchbiiok, 00pa3Lbl KOTOPbIX HE MOMany Ha aHanms.

YcraHoBka Dr.Web Ha no4ToBbIV cepBep KOMMaHMmM No3BOJIUT UCKITIOHYUTb CTYaLLMK, KOrda 3TOT CeEPBEP
CTaHOBUTCA NCTOYHWKOM 3apa>KeH|/||?|!

BbicoKas CKOPOCTb CKAHNPOBAHMUS MPU MUHUMAanNbHOW Harpy3Kke Ha ornepaLMoHHYI0 CUCTeMyY
1 CreumanbHas TeXHONOMMSA CHUXKEHNS HAarpy3KM Ha cepBep, 4To no3eonset Dr.Web vaeansHo
(DYHKUMOHMPOBATL iaXe B CJlyHae aTak Ha MOYTOBbIN CepBep.

BCTpOeHHbIV aHTMCNaM, AeNCTBYIOLLMI Ha OCHOBE NpPaBW 1 He Tpebylownin obyyeHns (gencreyet
C MOMEHTa YCTaHOBKM ), CYLLLECTBEHHO CHUXKAET Harpysky Ha cepBsep.

,D,OI'IOJ'IHI/ITeJ'IbeIe BO3MO>XXHOCTN q)I/IJ'IpraLI,I/Il/I MO4YTOBOIO TpaCDI/IKa (I'IO YepPHbIM U DesnblM CrmncKam NoYToBbIX
aflpecoB 1 IOMEHOB, OMNpefieneHHbIX TUMOB COODLLEHN, TUNaM (anoB) pas3peLLatoT Nosy4aTh TOLKO
MOYTOBbIE COODLLEHUSA, COOTBETCTBYIOLLIME 3aAaHHBIM KPUTEPUSM.

Bbicokumm ypOoBEHb q)I/IJ'IpraLJ,l/IVI CNaMa N MOWEeHHNYeCKNX NMncem NoBblWaeT NPonN3BOoOMNTENbHOCTL TPYAa
COTPYAHMKOB KOMTMaHWN.

PuneTpaums no TMnam anios UCKMoYaeT BOIMOXHOCTb aTaky Yepes TUMbl hainos, 3aBeoMO He
NCMOMb3YIOLLMXCS COTPYAHNKAMM KOMMaHWK, U MO3BONSAET YMEHbLLINTL 00beM Tpadmka B CJiydae
TePPUTOPUANBHO pa3HECEHHbIX MOAPA3AENeHN.

MpoBepka xpaHunuiy, MS Exchange Ha paHee Hen3BecTHble BPeAOHOCHbIE MPOrpaMMbl.

Bo3mMoxHOCTb I'IOBTOpHOl;I npoBepKn BNOXEHUN, MPM3HaHHbIX BPEOOHOCHbLIMU, C LIEMbIO YTOYHEHNA
«anarHo3a». Hpe,ELBapl/ITeJ'IbHOG co3faHne pe3epBH01?1 Konmu nepen ne4eHnemM mnn yaaneHmem.

Mopaepxka aAMUHNCTPUPOBAHMS C MCMOMb30BaHMEM BO3MOXHOCTeM Active Directory.

BO3MOXHOCTb yNpaBeHns napamMeTpamMu 3aLlinThl yAOOHbBIM ANs aAMUHUCTpaTopa 0Opa3om — Yepes Gpay3ep
WM KOHCOMb aAMUHNCTPATOPA.

BO3MOXHOCTb 0BHOBNEHMS MO NIOKANBHOW CETU NP paboTe B CETU, U30NMPOBAHHON OT CETU VIHTEpHET.
Bbicokasi Npon3BOANTENBHOCTb 1 CTabMNbHOCTL paboTbl bnarofaps GyHKLMM MHOFOMOTOYHOW NMPOBEPKMN.
MoapobHas LOKyMeHTaLMs Ha PyCCKOM A3biKe.

COTPYAHMKM KNMKAIOT MO BCEM CCbIIKaM B MUCbMax M OTKPbIBAIOT BPeAOHOCHbIE BIIOXEHMUA?
BHeapeHune Dr.Web ana MS Exchange pewut 31y npobnemy!
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3ddekTMBHan hunbTpaums HexenaTteNbHbIX cooblieHnn AHTucnamom Dr.\Web

He TpebyeT 0by4eHus He 3aBMcKT OT 13blka cooOLLieHns.  [1o3BONAeT 3afaBaTb PasfinyHble
HaymHaeT ahdpekTBHO paboTaTb BencTBMA ANA PasHbIX KaTeropunn
C MOMEHTa YCTaHOBKM. cnama.

PekopaHO Manoe Konn4yecTso Hyxxnaetcs B 06HOBNIEHNN He CobCTBEHHbIE YepHble 1 Genble
NOXHbIX CpabaTblBaHNN. YaLLe OHOro pasa B CyTKM. CNCKK.

SPheKTUBHO OTPUILTPOBBLIBAET COODLLEHNS C HOBENLLMMUW BPEAOHOCHBIMM BIOKEHUAMM,
06pa3Libl KOTOPbIX HE MOCTYNUIN Ha aHann3 B aHTMBMPYCHble nabopaTtopunn

TexHonoruv AHTrcnama Dr.\Web

JInueHsuposaHue

PewweHus Dr.Web ans niobbix NOHYTOBLIX CEPBEPOB MCMOMbL3YIOT eAMHYIO NLEH3MIO. [INs nepexoaa Ha Hble
NOYTOBbIE CEPBEPbI, B TOM HIC/IE C 3aMeHOM ONepaLioHHOM CUCTEMbI, CMEHa W A03aKynKa NMUEeH3nN He
TpebyeTtca!

ViMrioprosamelleHme He LOCTaBUT BaMm r|p06neM.

Bupabl nuueH3nm BapwaHTbl InueH3nm

Mo 4ncny 3amLaeMblx Nonb3oBaTenemn = AHTVBMPYC

MocepsepHasn nuueH3suns (oo 3000 = AHTUBMPYC + LleHTp ynpasnexuvs
nonb3osatenen) = AHTUBMPYC + AHTUCNaM

besnnmunTHada nuLeH3na = AHTUBMpPYC + AHTMCNaM + LleHTp ynpaBrneHns

LieHTp ynpaBneHus nunLieH3npyeTcs becnnatHo
Bce ya10BmsA NNLIEH3VPOBAHNA

MpepnpopaxHas nopgaepxka TexHnyeckasa nogaepxka

BecnnaTHoe TecTpoBaHve npoaykToB DrWeb — = KpyrnocytouHo — no TenedoHy 1 yepes dpopmy

B CETW 3aKa34ymKa UK yOANEHHO. https://support.drweb.ru

PassepTtbiBaHWe, NOMOLLb NPW BHEOPEHUN = B Poccnm, Ha pycckoMm asbike.

(no TenedoHy 1K C BbIE3[OM Ha TeppUTOPUIO = becnnaTHble ycnyru NogaepkKn Ansa NnLeH3nm
3aKas4ka (Tonbko 8 Mockse). B NpaicoBom AmanasoHe (0o 250 agpecos noYtbl).
MpeseHTauua, BebrHap, cemmHap. = CTOMMOCTb NOAAEPXKKN ANS 3aNparicoBbIX

MoMoLLb B HaNMcaHUW UV NpoBepke 1 0E3NIMMUTHBIX NINLEH3MI OroBapMBaeTcs 0Cobo.
HalNMMCaHHOIO TeEXHMNYeCKOTIo 3aaHNA. = [TnaTHas VlP'nOﬂ,ﬂ,erKa.

BecnnaTHble obyyatoLme Kypcbl no
aAMUHUCTPUPOBaHMIO NpogykTos Dr.Web.


https://products.drweb.ru/antispam/
https://company.drweb.ru/compatibility/
https://license.drweb.ru/products/biz/
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OO6nayHbIV MHTENNEKTYaNbHbIA MHTEPAKTUBHbIN aHaNM3aTop NOA03PUTENbHBIX OOBEKTOB Ha BPELOHOCHOCTb
NS CNeunanmncToB no MHMopMaLMoHHOM Be30NacHOCTN U KMOEPKPUMMUHANNCTOB.

Dr.Web vxCube — He3ameHMMOe CpefiCTBO B CUTYyaLMAX, KOrOa BpeAoHOCHbIN (arnn npobpancs

BHYTPb 3aLUMLLAEMOrO aHTUBMPYCOM NePUMETPA UMK Y Bac NOSBUNNCL OOOCHOBaHHbIE, Ha Balll B3rNsf,
MOA03PEHUNS, YTO B CETU 3aBEJICH «HYXOW».

B TeyeHMe 0HOM MNHYTbI OH OLLEHUT BPEAOHOCHOCTb (halina 1 M3roToBMT nevatlyto ytunuty Dr.\Web Curelt!
NS yCTpaHeHWst NoCNeACTBMI ero paboTbl, YTOOb! ObICTPo 06e3BpeANTL HOBENLLYIO Yrpo3y, He A0XKNAANACh
0BHOBMEHUI MUCMOMNb3YEMOro aHTUBMPYCA.

Bnarogaps yH1BepcanbHocTK yTunuTbl Dr.Web Curelt!, cnocobHon paboTats 6e3 yctaHoBKM B Niobom
cncTeMe, rae UCNonb3yeTcs Apyron aHTMBKMpycC (He Dr.\Web), 3to Bynet ocobeHHO None3Ho KOMMNaHUsAM,
noka He vcnonb3ayowmm Dr.\Web B ka4ecTBe OCHOBHOMO CpeCcTBa 3aLUMThI.

Mo pe3ynsratam aHanm3a NpefoCTaBnseTcs oT4eT. Ero MOXHO NPOCMOTPETh B NIMYHOM KabuHeTe
nonb3osatens DrWeb vxCube nnu ckadatb B BUAe apxmBa.

Hemopoctyn:

MoapobHee o Dr.Web vxCube:

AHanus BpeaoHOCHbIX hannoB cneumannuctamm aHTUBMpPYCcHoM nabopatopun «Joktop Beb»
Hu oMH aBTOMAaTU3NPOBAHHbIN CEPBUC HUKOTAA HE 3aMEHUT OMbIT 1 3HaHWS BUPYCHOTO aHanuTu1Ka. B
cnydae ecniv BepaumkT Dr.Web vxCube o npoaHanusnpoBaHHoM dairne byaeT He «0HO3HAa4YHO BpeaoHOC-
HbI», HO Y BaC OCTaHYTCSl COMHEHMWS B 3TOM peLleHum, NpeanaraeM BOCNoNb30BaThCs yCyrammn creum-
anmncToB aHTUBMPYCHOM nabopaTtopuin «[JokTop Beb», MMeloLLMX MHOTOMETHUIA OMbIT BUPYCHOTO aHanm3a.
Ycnyrv BKOYaIOT aHanm3 BpeOoHOCHbIX halinoB Nobom CNOXHOCTU, MO pe3ynsraTaM KOTOPOro BbloaeTcs
OTHeT, cofepXXaLlmi:

onvcaHve anropuTMOoB PaboTbl BpedoHocHoro MO v ero moaynem;

KaTeropm3saumio 0ObeKTOB: OHO3HAYHO BPEAOHOCHbIV, MOTEHLMANBHO BPeAOHOCHbIN

(nogo3puTenbHbIn), Ap.;

aHanmM3 CeTeBOro NPOTOKOSIa W BbiSIBNIEHME KOMaHAHbIX CEPBEPOB;

BIUSIHUE Ha 3apPaXKeHHYI0 CUCTEMY N PeKOMEHOALMN K YCTPAHEHMIO 3apaXKeH s,
3asBKM Ha aHTUBUPYCHbIE UCCNeaoBaHMSA NPUHMAIOTCA Mo agpecy:

Ecnuv Balla KOMNaHWsa NocTpanana oT AencTeums BpeaoHocHoro MO 1 TpebyeTca KBanudULMpoBaHHas
3KCMEPTN3a BUPYCHbIX aHaNUTUKOB, BOCMONb3YITECh YCyramMmm CneumanbHoro noapasaeneHns KoMnaHmum
«JJokTop Beb».

006 3kcneptnze BKU:

3anBKM Ha 3KCNepTU3Y:

§ © 000 «JokTop Beb», 2003-2021

B2 «[lokTop Be6» — poCCuiickiin NPOM3BOANTENb aHTUBMPYCHBIX CPEACTB 3aLLMThl MHMOPMALM NOJ
Mapkou Dr.Web. MpoaykTsl Dr.Web pa3pabatbiBatoTcs ¢ 1992 roaa.
125124, Poccus, Mocksa, 3-5 ynuua iMckoro nons, Bn. 2, kopn. 12a
Ten.: +7 495 789-45-87 (MHorokaHanbHbI), dakc: +7 495 789-45-97




