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1. Introduction
The present document serves as a guide for the quick installation and deployment of Dr.Web Enterprise Security Suite (hereinafter, Dr.Web ESS).
The document is mainly intended for beginning users of Dr.Web ESS. Nonetheless, the assumption is made that the person charged with installing and deploying  Dr.Web ESS is a system administrator possessing the following knowledge and skills:
· Basic knowledge of the computer hardware on the company's local network.
· Good knowledge of the operating systems and other software used in the local network.
· Basic network administration skills.
· An understanding of the specific features related to the topology and operation of the local network in which   Dr.Web ESS will be deployed.
· An understanding of the internal organisation and operational principles of the Dr.Web for Windows anti-virus (PCs and servers).
· технический уровень английского языка (весьма желательно). 
This guide is not intended to provide comprehensive information about Dr.Web ESS and serves only as a starting point to quickly configure a fully functional AV network at an enterprise.
This document may also be used as a guide for practical training certification courses for information security specialists at enterprises applying Doctor Web's products for anti-virus protection.
2. Basic definitions
An anti-virus network  is a local enterprise network that has configured and is operating Dr.Web anti-virus software (hereinafter, AV-net). 
An anti-virus server is a computer in the local network running Dr.Web Enterprise Server software (hereinafter, ESS server). An ESS server coordinates anti-virus network operation. An AV-net can have one or more ESS servers. 
An anti-virus agent  is a Dr.Web ESS component installed on all the protected hosts in the network.  An anti-virus agent (ESS agent) is responsible 1) for sending and receiving all the information required for the AV-network to operate, 2) for the proper functioning of the anti-virus software on each protected computer, and 3) for performing tasks assigned by a server or by a user on a protected computer. 
The administration web interface (Control Center) is a Dr.Web ESS component that can be accessed via a browser (Microsoft Internet Explorer 7 or above, Mozilla Firefox 3.0 or higher, Opera, Safari or Chrome) on any computer within or outside the network to administer the AV-net (ESS servers and ESS agents).  In this case, it’s necessary and sufficient to install one of these browsers; the installation of additional software is not required.
The ESS server repository is a file storage area on the server's local drive that contains all updates for all products incorporated into Dr.Web ESS.
An AV-net administrator is an employee of a company protected by an anti-virus network, who maintains operation of the AV-net.
3. Before installation
Before deciding to purchase Dr.Web ESS, you can order a demo key. This can be done in a special section of the official website at  http://download.drweb.com/Demo or during installation of the anti-virus server.
 Before deploying a Dr.Web ESS AV-net, it is advisable to test this solution on a small segment of ​​the local network, or use a virtual machine (e.g., VMware -  http://w ww.vmware.com or VirtualBox (www.virtualbox.org)).
The general layout of an AV-net is shown in Fig. 1.
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Fig. 1. AV-net layout
Arrows indicate how the agents receive updates of virus databases and other anti-virus software components.
When planning to deploy an AV-net, keep in mind the topology of your network when determining on which computers on the network you will install the various AV-net components. Information you need to know includes:
· Number and arrangement of ESS servers;
· Protected hosts in the AV-net;
· Number of protected computers running Windows Server 2000/2003/2008/2012 (it is important to get the appropriate license keys);
· Type of DBMS to be used with the ESS server (internal or external).
It's best to have a plan before purchasing the software because the type of licence and its price highly depend on the plan of the future AV-net. The price of the license and available software components depend on the following factors:
· Number of ESS servers on the network
· Number of objects on the network that require protection
· Number of computers running Windows Server 2000/2003/2008/2012.
Be sure to provide this information to the salesperson when buying a license for Dr.Web ESS.
The number of ESS servers in the AV-net is determined by a number of factors associated with network bandwidth, topology, configuration and server load. However, one ESS server installed under a Windows NT/2003/2008/2012 Server operating system (if the computer does not perform any other tasks) can work with up to 200 ESS agents if the internal database is used. With an external database, the number of ESS agents can be increased several times over. The precise number of protected workstations that can be connected to one server depends on the capabilities of the DBMS. It is recommended that the ESS server be run on a computer that won’t perform any other tasks or on one whose computing load for other tasks is expected to be very low. Also, take into account that the agent software is installed on Windows PCs as well as on servers. Note that different software packages are used to provide anti-virus protection for workstations and servers. If you plan to connect more computers to the network soon, it is advisable to buy a license for a number of hosts that exceeds the actual number of computers connected to the network.
Please note that:
· A TCI/IP connection between the administrator's computer and the ESS server is required.
· A connection between the agents and the ESS server must be established via one of the following protocols: TCP/IP, IPX or NetBIOS.
It's necessary to determine how the AV-net will be updated. It would be best if the machines on the local network access the Internet via a proxy sever operating as a gateway. Nevertheless, it's possible to update the AV-net manually, even if no computer in the local network has an Internet connection (this method is not covered in this guide).
The minimum system requirements for the ESS server and agents should also be taken into consideration.
To run the ESS server, you will need Pentium III 667 CPU or faster, at least 512 MB (1GB if the internal database is used) RAM, up to 12 GB of free disk space (8 GB is utilized by the built-in database in the installation directory, and 4 GB is used for the system temp directory). Windows 2000/XP/2003/Vista/7/2008/2012, Linux, FreeBSD or Solaris/x86.
To run the agent software, you will need a computer with a Pentium IV processor of 1.6 GHz or faster, at least 512MB RAM, 250 MB of free disk space for executable files and logs and Windows 98/Me/NT4/2000/XP/2003/Vista/7/2008 (for Windows NT4, SP6 is required; for Windows 2000, you will need SP4; Windows XP must incorporate SP3;  Windows Vista requires SP1; and for Windows 2003, SP2 must be installed).
Download all critical updates for the OS before installing Dr.Web software.
Before installing and deploying an AV-net, it's necessary to:
· Check http://download.drweb.com/esuite to determine whether you have the latest Dr.Web ESS distribution.
· Disconnect the local network from the Internet to prevent its infection during installation. 
· Remove previously installed anti-virus software (if any), including Dr.Web products for Windows PCs and servers, from all the computers on the local network. After removing the anti-virus software via the Add and Remove Programs tool, you should use special utilities to clean the system of any data related to the removed program that may remain in the system. Such utilities are available from many anti-virus software manufacturers.
4. Deploying and configuring an AV-net
AV-net deployment includes the following steps:
· ESS server installation
· ESS server configuration
· ESS agent installation
· Configure agent software
· Linking multiple ESS servers (optional).
4.1. Installing ESS server software
The distribution for any OS includes the following components:
· Anti-virus server software for the respective OS;
· Anti-virus agents and anti-virus packages for the supported operating systems;
· Virus databases;
· Documentation and templates.
In addition to the distribution, server and agent license key files can be supplied.
4. 1. 1. Installing an ESS server for Windows
The anti-virus server version for Windows is delivered as an executable setup file. 
The latest distribution can be downloaded from: http://download.drweb.com/esuite.
This guide contains screenshots of the Windows Server 2008 R2 user interface.
Installation steps are as follows:
1. In Windows Explorer, double-click on the distribution file. In the new window, select the installation language. The default is the language corresponding to the language used by the operating system. Click ОК and wait for the installation wizard to start.
2. If a Dr.Web anti-virus featuring Dr.Web SelfPROtect is installed in the system, the wizard will prompt you to disable self-protection temporarily. Disable self-protection of the installed anti-virus, and click OK.
3. Once the Setup Wizard has been launched, the welcome screen appears. Click Next.
4. A window containing the text of the license agreement will appear. To continue, accept the terms of the license agreement. At the bottom of the window, select I accept the terms of the license agreement and click Next.
5. In the newly appeared window, you need to specify the license key files (Fig. 2).
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Fig. 2. Selecting license key files
In the Dr.Web Enterprise Server Key section, click Browse and navigate to the location of the server license key file—enterprise.key.
Similarly, for the option Initialize database with the Dr.Web Enterprise Agent License Key, specify the path to the key file for PCs (agents and anti-virus packages).
The installation wizard will… option enables you to choose whether you'd like to use an existing database from a previous installation or initialize a new database.  By default, a new database is created.
Click Next.
6. In the Installation type window select the type of installation —Full or Custom. If you select Full installation, all the components of Dr.Web ESS included in the distribution will be installed, and in the next window, you will be able to choose a destination folder. The ESS server default installation directory is C:\Program Files\DrWeb Enterprise Server. If you've selected a custom installation, in addition to the installation directory, you will need to choose the program features you want to install (Fig. 3).
Click Next. 
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Fig. 3. Custom setup
7. In the following window (Fig. 4), you can:
· Select the language for message templates in the<pt546>Dr.Web Enterprise Server will use drop-down list.
·  Specify the system mode and the shared directory in which the agent installation files are to be stored (using the Create agent installation share option);  the default settings are recommended (enabled, directory name DRWESI $ $).
· Specify whether the ESS server service should be launched during installation (tick the Start service during setup checkbox).
· Add exceptions for Windows Firewall to ensure correct operation of the ESS server (tick Add server ports and interfaces to firewall exceptions).
It is recommended that default settings be kept for all the options except for the template language.
Click Next.
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Fig. 4. Configuring Dr.Web Enterprise Server
8. In the newly appeared window you will be able to specify the Dr.Web Enterprise Server encryption files drwcsd.pub and drwcsd.pri from your previous installation to make sure that the ESS agents already on the network can connect to the ESS server. If you are installing the ESS server for the first time, this step is unnecessary. Click Next.
9. In Database driver selection window you can choose the DBMS that will be used by the ESS server (Fig. 5).
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Fig.5. DBMS configuration window.
You can use the internal ESS server database (IntDB database driver) or an external one.  Oracle, Microsoft SQL CE and other DBMS that use ODBS can be employed for this purpose. In the next window you will have to enter DBMS access parameters for any option selected here except for the internal database. When you have finished configuring access to the DBMS, click Next.
Note. More information on how to configure an external database and connect to the ESS server can be found in section 4.6 of this guide. 
10. The Dr.Web Enterprise Server network configuration window opens (Fig. 6).
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Fig. 6. Configuring network interfaces
In this window you can configure the network interfaces that will be used by the ESS server.
Note. If you are new to Dr.Web Enterprise Security Suite, it is recommended that you keep the default settings.
When finished, click Next.
11. In the Proxy and statistics configuration window, you can configure how statistics gathered by the ESS server will be sent to Doctor Web and specify proxy server settings for Internet access. After editing the settings, clickNext.
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Fig. 7. Sending statistics and configuring a proxy server
12. In the Administrator password window, type the AV-net administrator password. Click Next.
13. In the subsequent window you can tick the Update repository checkbox, so that the server repository is updated automatically by the ESS server after the installation is completed. Enable this option if machines in your network use different OS platforms (e.g., Windows, Linux and Mac OS X). If only one platform is used (e.g., Windows), it is advisable that you specify repository updating parameters while configuring the ESS  server. That way you can reduce update traffic on the network and save disk space.
14. You will now be notified that the Installation Wizard is ready to install the ESS server. Click Install.
The wizard will then install the software without any user interference.
4.1.2. Installing an ESS server for a Unix-like OS
All installation steps must be performed under the root account.
Follow the steps below to install the ESS server under a Unix-like OS.
1. To start the installation of the drweb-esuite package, run the following command: 
Under FreeBSD: pkg_add distribution_file_name.tbz
Under Solaris: bzip2 -d distribution_file_name.bz2 
And then: pkgadd -d distribution_file_name
Under Linux:
Debian Ubuntu: dpkg -i distribution_file_name.deb
Rpm distributions: rpm -i distribution_file_name.rpm
Generic packages that can be installed under any OS, including those not included in the officially supported list, are also available. Installation is performed using the installer incorporated into the package. Use the following command:
tar -xjf distribution_file_name.tar.bz2
Then, as root, run the script:
./drweb-esuite-install.sh
Note. You can interrupt a server installation at any moment by sending one of the following signals to the installation process: SIGHUP, SIGINT, SIGTERM, SIGQUIT and SIGWINCH (when the terminal window size is changed in FreeBSD, the SIGWINCH signal is sent to the foreground). If you interrupt the installation process, all the changes made to the file system will be reversed to their pre-installation state. You can press Ctrl+C to interrupt installation of an rpm package. The default administrator login is admin.
2. The subsequent windows (the number and sequence of their appearance depend on the computer's OS) display messages about the copyright and the license agreement. To continue the installation, you must accept the license agreement.
3. After that, you will be prompted to set the user and group accounts under which the server will run. This user will also be the owner of the anti-virus server files.
4. In the two succeeding windows, specify the full path to the key files of the server (enterprise.key) and the agent (agent.key).
5. If you are installing the software under Solaris, you will be prompted to create a new database. If you update the server software and already have a database, enter no, press Enter and specify the path to the database file. If this is the first time the ESS server is being installed, press Enter and enter the administrator password (admin). The administrator will have access to the software suite (the default password is root).
6. Then, if you perform the installation under Solaris, you will be prompted to create new encryption keys. If you already have the files drwcsd.pri and drwcsd.pub, don't generate new ones (type no, press Enter) and specify the full path to the existing files. If you don't have the keys, press Enter.
7. In the next step, you need to enter the AV-net administrator password (if you are installing the software under Debian or FreeBSD). For security reasons the password you enter is not displayed on the screen. Therefore, you must enter it twice (if the passwords don't match, you will have to repeat the procedure; follow the instructions displayed on the screen). The password must be at least 8 characters long.
8. After that, the software will be installed; you may be prompted to confirm your actions as an administrator during the installation. If you install the software under FreeBSD, the rc-script /usr/local/etc/rc.d/drwcsd.sh is created. To stop the server manually, enter /usr/local/etc/rc.d/drwcsd.sh stop. To launch the server manually, enter /usr/local/etc/rc.d/drwcsd.sh start. When installing the software for Linux and Solaris, the /etc/init.d/drwcsd init-script is created to start and stop the ESS server.
4.2 Initial ESS server configuration
You can configure the ESS server by editing its configuration file or using the Control Center. This guide only describes how to manage the ESS server via the Control Center.
4. 2. 1. Launching the Control Center and authorization
To access the Control Center, use one of the supported browsers to go to http://<server-IP-address>:9080 to connect to the ESS server via HTTP or tohttps://<server_name>:9081 to connect to the ESS server via HTTPS.
Screenshots show how the interface looks in Mozilla Firefox 18.0.1.
The login window will appear.
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Fig. 8. Server Login
Enter the administrator login and password (the default login is admin). Click OK.
4. 2. 2. The Control Center main window.
If you login successfully, the Control Center main window will open (Fig. 9). This window displays information about the AV-net.
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Fig. 9. Main Control Center window
The main Control Center window incorporates the following elements:
· AV-net hierarchical list (the central part of the window).
· A menu of actions that can be taken with respect to hosts and groups of hosts (the left side of the window).
· Information about the number of host groups, and the number of hosts online (the right section of the window).
A toolbar is located above the hierarchical list. You can click the  Import key button to import a new key file for the ESS agents.
4.2.3. Configuring anti-virus software updating
Attention! The steps described in this section must be performed before you install anti-virus agents in the network.
To configure the updating of the anti-virus software stored in the ESS server's repository, go to the Administration section and select Configure Repository. Then switch to the Dr.Web® GUS tab (Fig. 10).
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Fig. 10. Global update system
To enable Dr.Web to connect to the GUS via a proxy server, tick the box next to Use proxy server.  In the fields below, specify the proxy server address and port, and (if necessary) a login and password.
It is recommended that you leave the other settings in the repository configuration unchanged.
Attention! The steps described in this section must be performed before you install anti-virus agents in the network.
4.2.4. Update server repository
Caution: it is strongly recommended that you perform this step while configuring the ESS server; otherwise you may not be unable to install the ESS agents onto the hosts.
 To check whether updates are available on an update server for any Dr.Web Enterprise Security Suite product, in the Administration section, select Repository state  (Fig. 11).  Next, click Check for updates and wait while the repository is updated.
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Fig. 11. Checking for updates
4.2.5. Configuring the server schedule
Immediately after the server software is installed, a default task schedule is created. You may need to change it to meet the needs of your organization.
The schedule can be divided into two main parts: the ESS server schedule and the workstation schedule (including their groups).
4.2.5.1. Configuring the ESS server schedule
To configure the ESS server schedule, go to the Administration section and select Dr.Web® Enterprise Server schedule (Fig. 12). You will see the list of current ESS server tasks.
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Fig. 12. ESS server schedule.
To remove a job, check the corresponding box and click the Delete this configuration  button on the toolbar.
To edit a task's parameters, click on its entry (it works like a link). A Job Editor will open (this is described in detail below).
 To add a task to the list, click the New job button on the toolbar. You will see the New job dialogue box where you can specify the parameters for the new task.
The dialogue box is displayed whenever you create a new task or edit an existing entry (Fig. 13, create a new job)
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Fig. 13. Adding a new job
 To edit the job settings, go to the General tab:
1. Enter the job’s name in the Name field. The name will be used to display the job in the list.
2.  Use the Enable execution option to determine whether the task should be performed. 
3. Tick the Critical job checkbox if this task is very important.
In the Action tab (Fig. 14), select a job type on the drop-down list. The task parameter fields below will change accordingly. Specify the parameters (job type parameters are described in more detail below).
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Fig. 14. Selecting the job type
Specify the job’s frequency and start time in the Time tab.
There are no parameters for Restart and Finish job types.
For a Run job, you need to specify the path to the server executable file in the Path field and enter command line parameters in the Arguments field. Tick the Execute simultaneously checkbox so that jobs will be performed simultaneously.
For a Logging job, you need to specify the message text that will be added to the log.
For tasks like Purge stations and Purge old records,  you need to specify the period of time after which stations and records are to be considered outdated.
For Stations that have not been visiting for a long time, you need to specify the time period after which a workstation is considered to be offline too long.
The Back up critical server data type is used to create a backup of critical server data (database, server key file, private encryption key). You need to specify the path to a back-up directory (if no path is specified, a default directory will be used to store the backup) and the maximum number of backups (if the number is zero, the number of copies is unlimited).
Updating jobs are used to automatically update products in the repository. The only parameter here is the product name which can be chosen from a drop-down list.
4.2.5.2. Configuring a schedule for the Everyone group
With Dr.Web ESS, you can organise protected hosts into groups to adjust settings simultaneously for all the machines in one group. All protected hosts connected to the ESS server are included in the Everyone group by default, which is why its settings (including the schedule) will be applied to all new joiners automatically. All groups whose parameters can be edited are displayed in the main Control Center window. To configure a schedule for the Everyone group, select it in the AV-net catalogue and choose Schedule in the menu on the left (Fig. 15).
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Fig. 15. The Everyone group schedule
In this window you can edit and add jobs in the same way you manage jobs for an ESS server.
Four types of actions can be scheduled:
Dr.Web® Enterprise Scanner for Windows uses the Enterprise scanner to scan workstations for viruses in a way that is completely transparent for the user and allows numerous scanning parameters to be specified.
Dr.Web® Scanner for Windows— checks Windows PCs with the Scanner for Windows, available options — command prompt.
Run – start an application on the target workstation. Available parameters – a path to the executable file and command line options for the application to be launched.
Logging – sending a specified message to a server. Available parameters – the message (string).
4.3. Installing ESS agents
It is strongly recommended that you commence installing ESS agents only after you have performed all the steps described above.
At this point, it is desirable (but not necessary) to connect all possible computers to the local area network.
4.3.1. Installing ESS agents on PCs that require protection
There are three methods to install agents onto hosts:
· Manual installation with the network installer drwinst.exe (this method is suitable for most local networks and is meant primarily to install the anti-virus software onto machines running home editions of Windows which may lack support for a remote application launch and can't be connected to a domain controller).
· Remote installation via the Network browser in the Control Center (this method is also used after the deployment to install anti-virus software onto machines that connect to the network at a later time).
· Via Active Directory services.
The first two methods are described in detail below.
To use either of them, a shared directory %DrWeb_ES%Installer must be available on the server machine (by default, under Windows it is C:\Program Files\DrWeb Enterprise Server\Installer, its default network name is DRWESI $), and it should contains two files: drwcsd.pub and drwinst.exe. The directory and files are created automatically during installation of the ESS server.
4.3.1.1. Installing ESS agents manually with the network installer
An administrator needs to manually (or by using a remote administration program) connect to each host as a local administrator, connect the aforementioned network directory as a network drive, and launch drwinst.exe.  It may be necessary to enable certain installation options. In particular, you can use the following command line options:
 -configure — run the ESS agent installation wizard. The wizard first asks for confirmation that you have no other anti-virus installed in the system. Then you are prompted to select one of the ESS agent installation modes: express, custom, or administrator. Unlike the express mode for ESS agent installation, the custom mode enables you to select the components you want to install; in the administrator mode, you can also specify the ESS server name and IP address, the location of the ESS agent public key, and the compression mode.
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Fig. 16. The ESS agent installation wizard UI
Several minutes after preparing for the installation, the ESS agent will be installed onto the machine. This process may take several minutes depending on the network bandwidth, as well as the performance of the computer. You will then be prompted to reboot the system after which the ESS agent will work properly.
4.3.1.2. Installing an ESS agent via the network
To remotely install ESS agents, you first need to install Dr.Web Enterprise Browser Plugins.
To remotely install ESS agents, use the Control Center to connect to the ESS server (see sections 4.2.1 and 4.2.2) and go to Administration and select  Network Installation.
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Fig. 17. Network installation of ESS agents Installation Settings
In the Dr.Web Network Installer dialogue box, enter the parameters required for remote installation. 
In the Computer names field you need to enter the names or IP ranges for the hosts onto which you want to install the software. In the Server field, enter the IP address or name of the server to which the agents will connect. In the fieldsPublic key  </pt1079><pt1080and  </pt1080><pt1081Installer executable file, you need to specify the path to the drwcsd.pub public encryption key file and the location of the ESS agent network installer file. </pt1082 In the Install list, select the anti-virus software components you want to install. However, please note that you cannot select those components that are not supported by the purchased license. In the Authorization section, select the domain to which the installed ESS agents will belong and specify the login and password of the user who has local administrator rights on these computers. In the Compression section, you can define a compression mode for the traffic between the network installer and the ESS server. Once ESS agent installation parameters are specified, click Next.
[image: image20.png]Dr.Web Enterprise Agent for Windows

Encryption

o
@ Possible
Cves

Authorization

I setauthorization
)

Passiord

Compression

o
@ Possible
Cves





Fig. 18. Installing ESS agents via the network ESS agent parameters
 In the newly appeared form, you can specify the parameters that will be used to authorize ESS agents on the ESS server and enable or disable the encryption and compression of traffic between agents and the ESS server. When done, click Install.
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Fig. 19. Protocol for the remote installation of ESS agents
In the Installation Protocol window, you will be able to monitor the progress of ESS agent installation on the selected network computers.
Select Unconfirmed stations, mark the stations on which you installed the software, and click on icon [image: image22.png]
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Fig. 20. Selecting target hosts
Click on the icon[image: image25.png]


 to open a dialogue box in which you can select a primary group.
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Fig. 21. Выбор первичной группы
Attention! During installation, anti-virus products detected will be automatically uninstalled. The list of anti-virus products that could be uninstalled automatically is provided in the documentation.
4.3.1.3. Remote automatic installation with Microsoft Active Directory services
If Microsoft Active Directory is used, you can install the ESS agent on workstations remotely. This guide describes the configuration under Windows Server 2008 R2. The procedure may differ for other server editions of Windows.
Installation
1. Download the ESS agent installer for the Active Directory (Dr.Web Enterprise Agent installer) fromhttp://www.drweb.com (drweb-esuite-agent-6xx-xxxxxxxx-activedirectory.msi, where 6xx-xxxxxxxx will vary depending on the current release version of Dr.Web ESS).
2. Start the installer with the GUI enabled:
msiexec /a <installer path>\drweb-esuite-agent-5хx-xxxxxxxx- activedirectory.msi
3. The Dr.Web Enterprise Agent welcome dialogue box will appear. Click Next.
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Fig. 22. The server and the public key
4.  In the Server and public key window, enter in the  Server  field the server's DNS name (the server name and the domain to which the server belongs) or the IP address of the ESS server to which the installed ESS agents will connect.  In the Dr.Web Enterprise Server public key field, you must indicate the location of a public key for the specified server. You can click the Browse button to navigate to the file. Click Next.
5. On the server, create a folder to which the ESS agent image is to be copied.  For example, say this is the folder C:\DrWebESAgent located on the server WIN2008. Enable sharing for this folder so that all machines in the domain can access it. In our case, the shared directory's name will be as follows: \\WIN2008\DrWebESAgent.
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Fig. 23. Network location
6. In the Network location field of the subsequent dialogue box, specify the shared directory that was created in step 5. You can also click Change and navigate to the location.Click Install.
7. The Installer for Dr.Web Enterprise Agent will notify you that the installation has been completed. Click Finish.
8. Click Start→Administrative Tools→Active Directory→ Users and computers.
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Fig. 24. Creating an organizational unit
9. In a domain that includes the computers on which the Enterprise Agents are to be installed, create a new Unit (for a Windows 2000 Server, this will be an Organizational unit). In our example, the name will be ESS. To do this, in the domain context menu, select New→Unit.
10. In the newly appeared window New Organizational unit, type a name for the new unit (for example, ESS) and clickОК. Add to the new unit the computers on which the ESS agent is to be installed.
11. Go to Start — Administrative Tools — Group Policy Management (for Windows 2000/2003, right-click on the ESS unit and choose Properties. In the Properties window, click the Group Policy tab).
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Fig. 25. Managing a group policy 
12. In the context menu of the unit created in step 11, select Create a GPO in this domain, and link it here. In the newly opened window New Group Policy object, enter a name for the new Group Policy object (for example, ES Policy) (under a Windows 2000/2003 Server: click Add and create an item on the list with the policy name ESS) and click ОК.
13. Right-click on the new group policy item and select Edit…
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Fig. 26. Editing a group policy
14. In the Group Policy Management Editor window, configure settings for the GPO you created in step 13. To do so, select Computer Configuration — Policies — Software Settings — Software Installation (under Windows 2000/2003 Server it will be Computer Configuration — Software Settings — Software Installation), and in the context menu select New — Package.
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Fig. 27. Group policy management editor
15. In the Open window, edit the address field (the top entry in the list); enter the address for the network location you created in step 5, and click Enter. In the table in the main part of the window, select drweb-esuite-agent-600-200905310-activedirectory and click Open. In the Deploy software window selectthe option designated and click ОК.
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Fig. 28. Specifying the location of the Dr.Web Enterprise Agent distribution 
16. In the Group Policy Management Editor, the Dr.Web Enterprise Agent item will appear. Right-click on the item and select Properties. The Dr.Web Enterprise Agent properties window will appear. Click on the Deployment tab and click Advanced…
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Fig. 29. Dr.Web Enterprise Agent group policy properties
17. In the Advanced deployment options window, tick Ignore language when deploying this package. Click ОК twice and close all open windows.
The ESS agent will be installed automatically on the selected computers as soon as they appear on the network.
4. 3. 2. Connecting installed agents to the server
By default, new agents connecting to the ESS server must be approved. In this case new hosts are not connected to the server automatically but are added to the list of unapproved machines. In order to enable the server to connect a new machine, in the web interface go toAdministration and then clickUnapproved stations. You will see a list of hosts on which the ESS agent has already been installed but has yet to be approved by the hosts.
In the list, select the hosts to which you want to allow ESS server access.  Then click Approve and set as primary the Everyone group in the upper-right corner of the window.
4.4. Creating and using groups
4. 4. 1. Groups. Pre-defined groups, creating new groups. Deleting a group
Groups enable you to administer the AV-net.
Joining computers in groups allows you to specify configuration parameters and start one job for all the machines in the group. Groups can also be used to better organize the list of protected computers.
There are pre-defined groups created during installation.
Everyone is a pre-defined group that includes all the computers in the anti-virus network.
Hosts join and leave Online and Offline groups automatically while the server is running; The group Online includes all the hosts responding to server requests; conversely the Offline group contains disconnected hosts. 
Other groups sort hosts by the particular OS editions, platforms, and network protocols they use. You can't add or remove hosts from pre-defined groups manually.
You can create custom groups and add hosts into them.
To create a new group:
1. In the Network section of the Control Center, select: Add a station or a group and Add a group in the submenu. A window for creating a group will be opened.
2. The ID entry field is filled in automatically. You can edit it, if necessary. The identifier should not contain blank spaces.
3. Enter the group's name in the Name field.
4. Enter a comment in the Description field.
5. Click on the Save button.
You can also remove groups you’ve created (predefined groups can’t be deleted). Select a group you want to delete. Choose Remove selected objects and agree when warned that you can't restore deleted groups.
Custom groups are initially empty. Below you can learn how to add hosts into custom groups. All the groups are located on the same hierarchical level. You can't create nested groups.
4. 4. 2. Adding a host to a group Removing a host from a group
 To add a host to a group, in the Network section, find and select the host to be moved, and then click Edit.  In the Station Properties pane on the right, select the Groups section. Click on the name of the group to add the host to the group, and then click Save.
To remove a host from the group, click the name of the group in the Member of list. The host will be removed from the group.  To apply the settings, click Save. 
4. 4. 3. Group settings Using groups to configure stations Setting user permissions
After installation, all groups and workstations have unified default settings (the settings are inherited from the Everyone group). In the future, you can set different settings for various operating systems by changing the corresponding group settings. You can also change the settings of your new custom groups.
To specify a group’s settings (the default settings for all its members), go to the Network section of the Control Center to select the group whose settings you want to configure and click  Edit.  The Group Properties <group name>  dialogue box will appear to the right. 
Group settings include anti-virus settings, a schedule and user permission settings. Agent settings are not included in the configuration of a group and, therefore, can’t be set for a group.
You can start, monitor and stop scanning tasks for one or several selected groups. You can also view statistics (infected files, viruses, launch/end, scanning errors and settings) and an overall summary for all hosts in a group or for several groups.
4. 4. 4. Inheriting workstation configuration elements from a group configuration Primary groups
When a new host is connected to the server, its agent’s configuration is inherited from one of the groups to which it belongs (its primary group). If the settings of such a group are changed, the changes are inherited by all its members. When you create a host entry, you can specify which group will be considered primary. The default primary group is Everyone. If a different group that doesn't have its own group settings is set as Primary, it will inherit the settings of the Everyone group.
In order to change the primary group from Everyone to some other group, select that group in the Network section and click Set this group as primary.
You can set a group as primary for all its members.  To do this, select the desired group, then click Become primary.
By default, the network layout indicates the hosts' membership only in primary groups. If you want the network structure to be displayed in such a way as to show a host in all the groups, select Tree settings and tick All groups membership.
4. 4. 5. Defining user permissions
Hosts inherit permissions from their primary group. However, you can change group permissions and specify permissions for each host individually.
To change user permissions for a host, click on its entry in the network tree and click Edit   Then in the dialogue box Station properties <host name>, click  Edit to the left of the message Permissions of the station inherited from the primary group <name of the primary group>.  To save the settings, click Save.
4. 4. 6. Settings propagation.
Anti-virus software settings, schedules, and the permissions of groups or workstations can be copied for a group or for several groups and hosts. 
In the form for editing the configuration of anti-virus components, the schedule or workstation permissions, click Propagate these settings to another object. The anti-virus network window will open. Select the workstations and groups to which the settings are to be applied. To apply configuration changes for the groups, click Save. 
4.5. Connecting parent and child ESS servers
Sometimes there are situations when one anti-virus server cannot handle a load, so you need to install one or more additional ESS servers for load balancing. An example of this situation is a company local network that has one or more geographically separated offices. In this case each ESS agent can be connected only to one ESS server in the AV-network.
In such a situation it is advantageous to connect ESS servers together. In this section we will describe a typical situation when two ESS servers are connected. One of them is a parent server (it retrieves updates from the GUS and transmits them to the child server and receives statistics from this server). The other is a child server that gets software updates from the parent server and sends statistics to it.
To create a parent-child connection between two servers, do the following:
1. Connect via the Control Center to both ESS servers and make sure they are working properly.
2. Make sure that different enterprise.key files (the agent.key can be the same) are used for each of the ESS servers on your network
3. Connect via the Control Center to each ESS server and give them names that clearly indicate their roles. This will help you avoid mistakes when connecting and administering the ESS servers. Go to Administration – Configuration of Dr.Web ® Enterprise Server – General. Enter the name in  the field Name. Then click Save.  In the example configuration, we name the main server as MAIN, and call the subordinate server AUXILIARY. After this you will need to restart the ESS servers.
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Fig. 30. Assigning names to servers
4. Enable the server protocol for both servers.  In the Control Center, go to the section  Administration —  Configure Dr.Web ® Enterprise Server — Modules.  Tick Dr.Web® Enterprise Server Protocol  and click Save.  After this you will need to restart the ESS servers.
[image: image36.png]v Administration
Dr.Web Enterprise Server
Unapproved stations. General | Statistics data | Statistics | Security | Database | Alerts Transports * [UESH/#] Location
License manager
Encryption keys
v Tables ¥ Protocol Dr.Web Network Installer” PN
Auditlog
Jobs execution log
e ¥ Protocol Dr.Web Enterprise Server™ PN

v Configuration
Administrative accounts
Authorization
Repository state
Configure repository.
Configure Dr.Web Enterprise
Server

¥ Protocal Dr.web Enterprise Agent” - «

¥ Protocol Microsoft NAP System Health Valdator™ 4

Dr.Web Enterprise Server
schedule

Edit templates

v Installations
Network scanner

Network installation





Fig. 31. Enabling server protocol
Note. You can perform the ESS server configuration steps described in section 3 and 4 in one step to reduce the number of required server restarts. 
5. Use the Control Center to connect to the child server (AUXILIARY) and add the main server (MAIN) to the list of neighbour servers. Go to Neighbourhood.  In the subsequent window, click Create neighbour.  In the opened dialogue box, select Parent.    In the Name field, enter the parent server name (MAIN).  Click the Browse button located to the right of the Key file field and specify the location of the drwcsd.pub file related to the main server.  In the Password field, enter any password, but remember it.   In the Address field, enter the address of the parent server.  In the Administrative console web address field, specify the address of the machine on which the Control Center is used.  In the  Connection options  field, select Always connected .  Click on the Save button.
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Fig. 32. Configuring the connection for the main server
As a result, you should see a message informing you that a connection has been created successfully.
6. Connect via the Control Center to the main server (MAIN) and add the subordinate server (AUXILIARY) onto its neighbours’ list.  Go to Administration – Neighbourhood.   In the subsequent window, click Create neighbour.  In the next dialogue box, select Child.  Enter the name of the subordinate server (AUXILIARY) in the Name field.  In the Password field, enter the same password that was entered in step 5. Click the Browse button located to the right of the Key file field and specify the location of the drwcsd.pub file related to the child server. In the Administrative console web address field, specify the address of the machine on which the Control Center is used.  In the  Connection options  field, select Always connected .  Click on the Save button.
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Fig. 33. Configuring the connection for the child server
As a result, you should see a message informing you that a connection has been created successfully.
7.  The child server (AUXILIARY) should appear in the Online and Child groups in the network tree located in the center of the window.
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Fig. 34. The child server has connected to the network successfully.
8. Use the Control Center to connect to the subordinate server (AUXILIARY), and make sure that the main server (MAIN) is connected to the subordinate one (AUXILIARY), i.e., it is present in the Online and Parents groups.
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Fig. 35. The parent server has connected to the network successfully.
4.6. Using an external database
Often the internal database of the ESS server can't ensure an AV-net’s stable operation.
The section below describes the installation of Microsoft SQL Server 2008 Express Edition SP1 and how to switch from the external ESS server database to an external database controlled by the DBMS.
4. 6. 1. Installing Microsoft SQL Server 2008 R2 Express and configuring the ODBC driver
Microsoft SQL Server R2 2008 Express is currently the most accessible database that is compatible with the ESS server. It is the most suitable free solution.
You can use the link below to download Microsoft SQL Server 2008 Express and the components required to use the DBMS:
http://www.microsoft.com/sqlserver/2008/ru/ru/express.aspx.
This DBMS is compatible with Microsoft Windows XP SP2/Vista/2003 SP2/2008.
We assume that the SQL Server and ESS server run on different computers in the network, and that between them, there is a TCP/IP connection.
When you install Microsoft SQL Server 2008 R2 Express, make sure that:
You select Mixed Mode (SQL Server authentication and Windows authentication) during Database Engine Configuration. Also, enter a password for the SQL Server administrator account. Please make sure you remember it.
[image: image41.png]% SQL Server 2008 R2 Setup -of x|

Database Engine Configuration
‘Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules: ‘Account Provisioning | Data Directories | FILESTREAM
License Terms.
‘Specify the authentication mode and administrators for the Database Engine.
Feature Selection
Instalation Rules Authentication Mode
Instance Configuration  Windows authentication mode
Disk Space Requrements & Mixed Mode (SQL Server authentication and Windows authentication)
Server Configuration
‘Specify the password for the SQL Server system administrator (sa) account. —_
Database Engine Configuration
R s @i Enter password: ~ [ee. e
Error Reporting Confirm password: |
Instalation Configuration Rules ‘Specify SQL Server administrators
Instalation Progress
Complete

Add Current User | Add... | Remove

<mck | meds Cancel Help





Fig. 36. Mixed authentication mode
After installing Microsoft SQL Server 2008 Express, you need to open the SQL Server Configuration Manager and enable TCP/IP.
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Fig. 37. Enabling TCP/IP for a SQL Server
After that, restart the SQL Server.
[image: image43.png]F= Sql Server Configuration Manager
Fle Acton View Hep

€2 [2[0=BP00e

[ SQL Server Configuraton Manager (Loca)
QL Server Services:

QL Server Network Confguration
'SQL Native Client 10.0 Configuration [eSQL Server Agent (MSSQLSERVER) St}





Fig. 38. Restarting the SQL Server
To configure the ODBC driver, perform the following steps on the computer running the ESS server:
1. In the Control Panel, select Administration. In the newly appeared window, double-click on Data sources (ODBC). The ODBC Data Source Administrator window will open. Switch to the System DSN tab. 
2.  Click Add.  A window for selecting a driver will open.
3.  SelectSQL Server  and click Finish.  The first window for configuring access to the database server will open.
4. Specify the settings for the data source that match those defined for the anti-virus server. The name of the server with the installed DBMS should automatically appear in the drop-down list in the Server field.
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Fig. 39. Creating a New Data Source for an SQL Server
Click Next. The second configuration window will appear.
5. Enter database access parameters in this window.  Click Setting up the Client. A network protocol selection and configuration window will be displayed.
6.  Select the network protocol library for TCP/IP.  Click OK. The window will close. You will return to driver configuration.
7. Select With SQL Server authentication using a login ID and password entered by the user.  In the User field, type sa; in the  Password  field, enter the same database administrator password that you entered during database installation.  Click Next twice.
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Fig. 40. User authentication
8.  In the last wizard dialogue box, select Change the language of SQL Server system messages to and select English.   Click Finish and then OK.
4. 6. 2. Migrating from the internal database to an external one
In order to migrate from the internal ESS server database to an external one, do the following:
1. Use the Control Center to stop the ESS server. Go to Administration — Dr.Web Enterprise Server  and click Stop Dr.Web Enterprise Server.
2. Export the existing internal database. To do so, execute the following command on the machine running the ESS server:
"C:\Program Files\DrWeb Enterprise Server\bin\drwcsd.exe" -home="C:\Program Files\DrWeb Enterprise Server" -var-root="C:\Program Files\DrWeb Enterprise Server\var" -verbosity=all exportdb C:\esbase.es
As a result, the internal database will be exported to the file C:\esbase.es.
3.  Start the Dr.Web Enterprise Server service using Windows Service Management Tools (go to Control panel — Administration — Services). Connect to the server via the Control Center and configure the server to use an external database:  Administration — Configure Dr.Web Enterprise Server — Database. Then click Save.  When prompted to restart the server, decline the reboot.
[image: image46.png]General | Statistics data | Statistics | Security [altey Alerts | Transports *  Modules  Location

Database
oS

User name

Passnord

Enter the password again

Transaction soltion level @ Defauit
© Read commited
€ Read uncommited
 Repestable read
 serislzable





Fig. 41. Configuring an ESS server to use an external database
4. Use the Control Center to stop the ESS server. Go to Administration — Dr.Web Enterprise Server  and click Stop Dr.Web Enterprise Server.
5. Initialize the new ESS server database. Copy the agent.key file to the root directory of the C drive on the machine that runs the ESS server, and execute the following command:
"C:\Program Files\DrWeb Enterprise Server\bin\drwcsd.exe" -home="C:\Program Files\DrWeb Enterprise Server" -var-root="C:\Program Files\DrWeb Enterprise Server\var" -verbosity=all initdb C:\agent.key - - root
6. Import the database data you have exported in step 1 to the new database. To do so, execute the following command on the machine running the ESS server:
"C:\Program Files\DrWeb Enterprise Server\bin\drwcsd.exe" -home="C:\Program Files\DrWeb Enterprise Server" -var-root="C:\Program Files\DrWeb Enterprise Server\var" -verbosity=all importdb C:\esbase.es
7.  Start the Dr.Web Enterprise Server service using Windows Service Management Tools (go to Control panel — Administration — Services).
4:7 Installing the NAP Validator
The NAP Validator uses Microsoft Network Access Protection (NAP) technology to 1) verify that the anti-virus software on the protected computers complies with established policies and 2) to manage workstation access to network resources using the results of that verification.
 The NAP Validator is installed onto the server machine that assumes the service role of Network Policy and Access  (Windows Server 2008 and later). That machine should also run NPS  and  Host Account Protocol.  The NAP Validator can be used to assess the health of Dr.Web software on machines running Windows XP SP3 and later versions of Windows.
To install the NAP Validator, follow these steps:
1. Download the distribution of Dr.Web NAP Validator from  http://www.drweb.com .  The distribution file name format is as follows: drweb-esuite-napshv-6xx-xxxxxxxxx-windows-nt-yyy.msi, where yyy is replaced with x86 or x64. An InstallShield Wizard window will appear containing information about the product you are going to install. Click Next.
2. A window containing the license agreement text will appear. After reviewing the license agreement, choose I accept the terms of the license agreement, and click Next. 
3.  In the newly appeared window, specify the ESS server's IP address and port in the Address and  Port fields.  Click Next.
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Fig. 42. Dr.Web NAP Validator Installation Wizard 
4. Click Install. The wizard will then install the software without any user input. When finished, click Finish.
5. In the Network tab of the Control Center, select Dr.Web Enterprise Security Suite Agent for Windows, tick the Microsoft Network Access Protection checkbox to enable this Microsoft technology to monitor software compliance with established policies.
6. Once the Dr.Web NAP Validator has been installed on the machine with  the installed NAP server, issue the nps.msc command to open NAP server settings, select Health Policies in the Policies section, and in the newly appeared window view NAP DHCP Compliant properties. In the settings window, tick the Dr.Web System Health Validator checkbox, and select Client passed all SHV checks in the check type drop-down list.. If a host meets all the requirements under the policy and the option is enabled, the host will be considered "healthy".
5. Final notes
It is important to remember that after changing the ESS server repository parameters, you must immediately conduct a successful update of the anti-virus software to ensure the proper functioning of the AV-net.
Important! 
1.  After you deploy the AV-net according to this guide, it is highly recommended that you thoroughly study the  Dr.Web Enterprise Security Suite. Version 6.0. Administrator manual. 
2. It is also recommended that you watch thevideo tutorial about the product. 
3. You can also take advantage of the Dr.Web Enterprise Security Suite administrator certification programme.  The training materials are available in the My Dr.Web Training Portal once you have  registered .
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