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Ycnyra «AHTnBmpyc Dr.\Web» — 310 nHHosaumonHas
MoAeJib UCNoJib30BaHUSA aHTUBUPYCa B KayecTBe
OHNIAMH-YCNyrn No Noanucke.

3

Ans poma n 6usHeca

P

NocyTouyHasa Tapudpukaumna

Ana Windows/Server,
macOS/Server, Linux,
Android

fMbkoe ynpaeneHue
noanucKown B INYHOM
KabuHeTe



YnpaBnsate ycnyron «AHTUBMpYC Dr.Web» npocTo — akTMBMpPYMTE Nof-
nMcKy, NPUOCTaHaBNMBaNTE ee eNCTBME (Ha BpeMs OTNycka UM KOMaH-
OVPOBKM), paclumpsamnTe 3awmnty Dr\Web Ha HoBble MK/Mac 1 MobunbHble
YyCTPOWCTBA UM COKPaLLAnTe KONMYeCTBO NOAMNMCOK, NPoANeBanTe Cpok
OeNCTBUS YCIYTW, NepexoauTe Ha Apyrom Tapud, a Takke nonyyanTe
NHpopMaLmio o paboTe Dr.Web Ha Balmnx yCTponcTBax B NMMHHOM
KabuHeTe camoCToATeNbHO, KOrAa BaM HeEODXOAMMO.

MopkmoyanTe ycnyry «AHTMBMPYC Dr\Web» Bcero 3a Heckonbko
MWHYT — MOANUCATLCA NPOLLUe, YeM 3apasnTbea!

Moanucka 1 onnata — Ha NOon cpoK™.

MakchManbHbIn CPOK NOAMMCKN HeOrpaHN4eH — (DaKTl/I‘-IeCKl/I
3TO «B€YHbIN AHTUBUNPYC».

MNopnucka — 3710 ObICTPO!

Moanncka HauMHaeT AencTBOBaTb HEMeAIeHHO nocne
NoaKMUYeHUs — aKTMBaLMsA CEPUNHOMO HOMEpa He TpebyeTcs.

AKTMBaLUS yCNyrv 3aHUMaeT BCero napy MMHyT — BbibepuTe
Tapud, yKaxxnTe KONMYeCTBO KOMMbIOTEPOB, KOTOPbLIM HY>KHa 3ali1Ta
Dr.Web, 1 cpok noanuncku, NnpruMmTe NULEH3NOHHOE

cornawenmne — n FOTOBO!

3aBNCUT OT NOCTaBLYMKa ycnyru.



YcTaHoBKa — 3To npocTo!

YT100bI 3aWmTa Dr.Web Havana gencTBoBaTh, yKaXKnTe Ballly OonepaLmoH-
HYIO CUCTEMY, NMONYYMTE CCbINKY Ha MHCTANMSLUMOHHbBIV NakeT 1 yCTaHOBUTE
Dr.Web.

Ecnn Ha Ballem KoMnbloTepe y>ke ycTaHoBneH Dr.Web Security Space
nnu AHTMBMpYC Dr\Web ana Windows (He ycnyra), Bbl CMOXeTe nerko
NepeBecTn ero B PeXmM ycnyrn 6e3 nepeycTaHoBKM MPOrpaMmbl.

Mpw OTCYTCTBMN NOAKIIIOHYEHWS K VIHTEPHETY KOMMbIOTEP HE CMOXET MPUHUMATh
O0BHOBEHNS, HO BCE KOMMOHEHTbI 3aLLNThl XECTKMX AMCKOB, CMEHHbIX HOCUTe-
nen 1 NoYThl byayT NPoLoNXKaTh PYHKLUNMOHUPOBATD.

BAXXHO! BpefoHoCHble MporpaMmbl MOTYT MOMACTb Ha KOMMbIOTEP HE TOJSIbKO
yepes MHTepHeT. B ¢BA3M C 3TMM HeOOXOAMMO PerynsipHo NPOBOANTL OOHOBIE-
HWS YCTAHOBJIEHHOMO MPOrPaMMHOro obecneyeHus.

MNpoaneHne — 6e3 3a60T!

3ab0oTnTbCA O npogneHmn He Hy>KHO — noAgnucKa npoaneBaeTcs
aBTOMaTU4YeCKU, Nnoka Bbl CaMUn He NMPMOCTaHOBUNTE ee OencTeme
N He OTKa>XeTecCb OT Hee.



NMpuoctaHoBKa — Koraa yrogHo!

Ye3xaeTe B OTNYCK UM ANUTENbBHYIO KOMaHANPOBKY? [prnocTaHoBUTE
noAnucky 1 He onnadmBamTe ycnyry. Mo oKoOH4YaHWM 3a4aHHOrO BaMu
Cpoka NPUOCTaHOBKM NOANMCKA BO30OHOBUTCSA aBTOMATUYECKN.

Onnata — Kak Bam ya,00Ho!

MocyTo4yHasa TapudmrKaLmsa 3a Nofib30BaHMe yCyron.
OnnaymBaeTcs TONbKO PaKTMYeCKoe KONMMYeCTBO NOOKITIOHEHUN.

B LleHTpe ynpaBneHns NoanmMckaMm Bbl MOXETE CaMOCTOATENbHO
dopMUpoBaTh cHeTa ANa onnaTbl YyCAYr UM MCNONb30BaTb
3MeKTPOHHbIE MnaTeXHble CUCTEMbI.

OpI/IFI/IHaJ'IbI 6yxranTepCKmx OOKYMEHTOB NpeaoCTaBnatoTCa
NOCTaBLWWMKOM yCnyru.

CmeHa Tapuda — B 0gNH Kuk!

CyLlecTByeT BO3MOXHOCTb Nepexofia C O4HOro Tapuda Ha 4pyrown.
HoBbi Tapud HauMHaAET LEeNCTBOBATL HEMEJIEHHO.

OTKnoYeHue — Korga Heobxoanmo

B ntoOo MOMEHT MOXHO 0TKa3aTbCs OT MOJb30BaHUs ycnyron. Mpu
B0O30OHOBMIEHNN MOAMNMCKN CChIJIKA Ha CKa4YMBaHME YCTaHOBOYHOIO
havina BHOBb CTAHOBUTCS [OCTYMHA B IMYHOM KabuHeTe.

KoHTponb 3a 3awuTton Dr.Web B Bawumx pykax

LleHTp ynpaBneHuns NnognnckamMuy npeaocTaBnseT pasHoobpasHble OTHETh
o gencTeuax Dr\Web Ha 3almLL@eMbix YCTPOMCTBAX, YTO AeNaeT 3aluTy
Npo3payHoN ONs NONb30BaTeNS.



BbirogHble Tapudbl
Anga poma

Dr.Web NMpemuym

Ny4wnin Tapud Dr.Web ons akTvBHbIX Nofib3oBaTenen MHTepHeTa

MakcrMansHO BO3MOXHas CBO6OD,a
B ceTu be3 OFpaHVI‘-IeHVII;I B 6e30MnacHOCTK

A MakcrmanbHas 3awmTta Dr\Web ona
- Windows, macOS u Linux

3awwmTa gna Android BECMJTATHO

3 py0.

Dr.Web Knaccuk

BasoBasd 3awmTa gna Windows (Tofnbko
aHTUBMPYC 1N BpaHAMaY3pP), aHTUBUPYC
1 Beb-aHTMBMPYC ang macOS 1 Linux

MakcrmanbHas SKOHOMMS Ha pacxodax
Ha aHTVMBMPYC NPU MUHUMASIbHOM YPOBHE
3alnThI

2.80 pyo6.

BHumaHwme! CerogHs ans 3awmtsl Windows TonbKo aHTMBMPYCa HeL0CTaTOYHO.
MakcrmansHas 3awmTta Dr.Web gns Windows — B Tapude Dr.Web Mpemnym.



Dr.Web Mo6unbHbIA

N

3allmTa OT BCEX TUMOB BPeAOHOCHbBIX
nporpaMMm Asi MOBUIbHbIX
Android-yctponcts

Mopnepxka Android 4.0+
Bonee 140 MUNNMOHOB Nonb30BaTeNemn

1.50 py6.

BHumaHwme! Vicnonb3osaHne OGunbTpa 3BOHKOB 1 SMS, 1 AHTMBOpPa Ha yCTpown-
cTBax 6e3 cMM-KapT HEBO3MOXHO.

[aHHbIN Tapud oTCyTCTBYET B ycyre Ans busHeca. 3awmta ans Android nosb-
3oBaTensam ycnyru ans bvsreca npegoctasnsetcs B Tapude Dr.Web Mpemuym.



KOMMOHEeHTbI 3auThbl

Dr.Web Dr.Web
Mpemuym  Knaccuk

AHTNBUpPYC
MperpaanT BXoA B 3aLLMLLaeMyIo CMCTEMY BUPYCaM 1 BpefoHocHoMy MO, i it
BbINIEYUT OT y>Ke MPOHMKLLNX BUPYCOB.

Be6G-aHTUBUpYC
Obecneynt npoBepky BeH-CTpaHULL B peXnMe peasibHoOro BpeMeH!, + +
BNIOKMpPYET DULWIMHIOBbIE M APYrie ONacHble MHTEPHET-PeCyPChbl.

MpeBeHTMBHasA 3awmTa
3allMTa OT HOBEMLIMX aKTUBHBIX YrPO3, LiefleBbixX aTak 1 NMomnbIToK + +
NMPOHNKHOBEHMS, B TOM YMC e Yepes yH3BUMOCTU «HYNIEBOTO AHA.

3awuTa oT NoTEpU AaHHbIX

YBepexeT oT noBpexaeHus dannbl, 3alMdPoBaHHbIe TPOAHLEM-LINHPO-
BanbLUVKOM, CO34aBas PerynapHo Ux pe3epBHble Konuu

(oTKIOYEHA MO YMOMYaHMIO).

I Het

®unbTp 3BOHKOB 1 SMS
C BbICOKOW [loNe BepOATHOCTM Pacro3HaeT Cnam He3aBMUCMMO OT A3blKa + Het
COOBLLEHMSA, NPV BANKOM K HYJIIO MPOLIeHTe NOXHbIX CpabaTbiBaHU.

PoAunTenbCcKkuin KOHTPOJb

Bnokunpyet canTbl No knioyesbiM cnosam B URL v 3aLnTu1T feten ot noce-

LeHns HexxenateNbHbix Beb-pecypcoB. DyHKLUMS 3anpeTa 4ocTyna K ai- + Het
flaM, Marnkam 1 CMEHHbIM HOCUTENAM CAeNaeT HEBO3MOXHbIM HECAHKLMO-

HWPOBAHHOE UCMOMb30BaHWe, yAANeHVE U MOXULLEHNE MHDOPMaLIN.

BpaHpmaysp i ot
Bo3BeneT 3ac/oH Ha NyTW MOMbITOK XakepoB BTOPTHYTbCS B BaLl KOMMbIOTEP.
BNnoknMpoBKa CbeMHbIX YCTPONCTB
BAoKMpPOBKYM AOCTYMa K CbeMHbIM HOCUTENAM — iell-KapTam 1 lobbIM e s
YyCTPOWCTBaM, KOTopble ncnonb3ytoT USB-nopT ans noagknioyenns k MK,
BKJllo4as BeO-kamepsbl, potoannapatsl 1 MP3-nneepsi.
O6nako Dr.Web
[Mposepka URL B pexunme peanbHOro BpeMeHu Ha cepBepax KoMnaHum T Het
«[JokTop Beb».
3awwmra ana Android BecnnatHo Het
+
Mo ueHe
3awuTa ana 3awmTta gna Windows Server/macOS Server 3aLUThI Het
pabouen
CTaHumn

Tonbko ans macOS v Linux.
Tonbko ans Windows. YcTaHaBAMBAeTCs MO XeNnaHuio Nonb3oBaTens.



Moppepxxnsaemobie OC

Dr.Web Dr.Web
Mpemuym  Knaccnk

Windows/Windows Server

10/8.1/8/7/Vista/XP, 2003 SP2 (32 6uta), 2008 /2012 7 3

macOS/macOS Server aF A5

Linux aapo 2.6.37 v Bbilwe o s

glibc ot 2.13 n BbILWE

Android 4.0+ BecnnatHo Hey

Mopnepxka 6ecnnaTHa Ans nonb3oBaTenemn ycnyru

B cTOMMOCTb NOAMNNCKI BKITIOYEHbI CieAyioLe YCNyr TeXHNYeCKoM
NoAOePXKKN:

KOHCYnbTaUMm Yepe3 Beb-cdopmy B LIYMe;
XPpaHeHMe NCTOPUM 3aMpoCoB NOJb30BaTenNs B NOAAEPXKY;
aHanm3 BMpPYycoB, He onpedensemMblx Dr\Web;

OecnnatHas paclwundpoBka Garnos, 3alWNdPOBaHHbIX TPOSHLEM-
BbIMOraTeniem (Npu ycnoBum cobniofeHns ycnosum

YTOObI OTNPaBUTL 3aNPOC B CNIY>XOY NoAAePXKM:
SanaunTe B LLYIM.

B npaBOM BEpXHEM Yy 3KpaHa HaXXKMUTE Ha BUAKET CO 3HaKOM
BOMpoca.

B OTKPbIBLUEMCS OKHE HaXXMWUTe Ha KHOMKY Co3auTe HOBbIV 3arpoc.

3anonHuTe hopMy 1 OTMNPaBLTE 3aMPOC B CNTYXKO0Y NoaaepkKu.
NcTopua Bcex BalLKVX 3aMpoCoB XPaHUTCA B LleHTpe ynpasneHns nognu-
ckamum (LLYTT) B Te4eHMe XM3HM BaLLEro akkayHTa.

Tak>ke Bbl MOXeTe OTMPaBUTL 3aMNpPOC B CNTY>XOY TEXHUYECKOW NOAAEPXKKM,
LLEeNKHYB NPaBOM KHOMKOW MbILLIM MO MKOHKE C NayYKOM B MPaBOM HUXHEM
yriny MOHUTOpPa W BbIOpaB MHCTpyMeHTbl — oanepxka.

BHumMaHume! [JaHHas BO3MOXHOCTb JOCTYMHa nocne yctaHoskm Dr.\Web
M NPpUY HaNU4YMmM OCTyNa B ceTb VIHTepHeT.


https://products.drweb.ru/decryption_from_ransomware/disclaimer
https://products.drweb.ru/decryption_from_ransomware/disclaimer
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